In distributed information systems the owner of the information can make a decision only concerning the transfer of information to a particular DIS node for calculations and cannot control the security of information during its processing on the node. Thus, in this case there is a question of information owner's trust to a specific DIS node. The authors describe an experiment conducted in order to verify the quality of approach, which allows evaluating the level of trust based on the featureless pattern recognition. The authors found that this algorithm will allow to prevent the transfer of confidential information on unreliable DIS elements, also it will require more careful attention to be paid to the protection of separate DIS components.
INTRODUCTION
Nowadays distributed computing technologies are actively developing due to the increasing volume of information to be processed in a short time. In addition to productivity the distributed information systems (DIS) have such advantages as fault tolerance and scalability, achieved by dividing the information system into separate elements with their own software and hardware infrastructure and specific functions [1, 2] . This approach allows distributing computational resources optimally and changing the system configuration quickly during the peak loads. As the popularity of the DIS grows the amount of processed information increases and, consequently, the problem of DIS information security becomes essential.
A DIS is defined by the following basic components:
• the functional component providing the solution of tasks;
• the hardware-software platform for fulfilling computing processes;
• the network fulfilling interactions of platforms;
• the information resources;
• the security policy requirements of the secure handling of information resources.
In the DIS the outer zone is blurry, because each element of the distributed systems has its own security zone. Thus, information's owner fails to control and monitor the security features [3] . Today developing methods for assessing DIS elements in terms of security and preserving the confidentiality of the security tools data and DIS element state is the urgent task.
In distributed information systems the owner of the information can make a decision only concerning the transfer of information to a particular DIS node for calculations and cannot control the security of information during its processing on the node. Thus, in this case there is a question of information owner's trust to a specific DIS node [4] . The object of the study was an approach which allows evaluating the level of trust based on the featureless pattern recognition. The aim of the study was to describe an experiment conducted in order to verify the quality of this approach.
METHODOLOGY
According to the general definition, trust is a level of subjective probability by which A expects that B performs an action that A can not watch and control and that affects the welfare and benefits of A [5] . In the DIS the concept of the trust may be defined as the probability that the data, transmitted to the DIS node and calculation results will not be discredited or falsified, in other words, their confidentiality, integrity and availability will not be violated during the processing [6, 7] .
The model of trust in the DIS can be described as follows:
 -the set of all nodes of the DIS: 
where i p -trust to DIS element in the time period
Therefore, it is possible to determine the probability of data corruption during processing on the node
It can be stated that the trust value depends on the state of the DIS element during observation. To analyze the state of the DIS element, without violating the confidentiality of information about it, it is proposed to analyze the measure of its similarity to a predetermined basis, specifying the state of the element with a known trust value, instead of studying the set of property values that describe the state of the element.
The set of basic objects:
where
M -the number of basic elements.
The function of DIS elements' state similarity:
where  -function for finding the metrics in relation to the set S .
Then the state of the element i  at time t can be described by the vector:
Let us substitute (2) into (Error! Reference source not found.) and get
With the proposed approach we can use a mathematical tool, known in machine learning as featureless pattern recognition in which we use projection space samplings based on projection features, represented by similarities to some predefined (space-forming and basic) objects instead of the linear vector space of object properties [8] . In other words, when using featureless pattern recognition for each object of the initial space, the similarity function (a function of distance) is determined. Then a set of basic objects is introduced. Projection features (secondary properties), equal to the measure of object's similarity to the main ones, are calculated for each object. Then it is possible to use the known methods of classification, with the input data being the secondary features of the original objects.
The transition from the direct analysis of DIS elements' states to the analysis of similarity metrics solves the problem of DIS' zone security. If the state of the DIS element can be described with rational numbers, then if the basic objects and similarity metrics are captured the original features can be restored only under the condition that the number of basic objects exceeds the number of features by one. One of the advantages of this approach is that it allows the use of metrics to describe the state of the DIS element with the help of objects of any nature such as the sets or time series. In the latter case it is impossible to restore the original features. Algorithm for calculate the set of basic objects was proposed. This algorithm based on method FastMap. This algorithm calculates optimal basic set. Along with the advantages of this approach there is a question of choosing the trust functions P. The following principles are suggested to be used as the basis of trust function:
Let
1. There is a time period for which the trust values are known; 2. The trust to the element with repeated and more predictable state is higher.
A numerical experiment was performed to test the quality of the proposed method. Its task was to detect the attack on network nodes maintaining the confidentiality of these nodes' operation. It is assumed that the attack on system element will change its behavior.
RESULTS AND DISCUSSION
For the initial experimental data, the following requirements were put forward:
1. The data must include information on the operation of the distributed information system, that is, on the operation of specific components of the system and their interactions.
2. The data must cover the time span of a few weeks. Since information systems have weekly periods, then for algorithm learning several samples of each day of the week are required.
3. The data must be marked. That is, the data should have marked points of attack's start and its end. Having analyzed the open data, it was found that the requirements concern a small number of datasets [9] . Typically, data sets contain information about one node and the major part of information reflects the time periods of less than a week. This is due to the fact that, until recently, information security was aimed at protecting a single unit, and the systems, analyzing the behavior of the DIS as a whole existed only in theory.
For the experiment we collected data on the computer network of the Los Alamos National Laboratory according to the requirements [10] . The data is represented as the event logs, describing the work of a computer network for 58 days and includes four types of event logs: authorization log, network interaction log, DNS server log and computer processes log. Also, the data contains the activity log, that is, a so-called, red teampotential intruders attacking network computers. The red team log contains starting and ending points of attack, and victim computers' IDs. It should be noted that the statement of the problem for the experiment contains the assumption that the attack on the node changes the behavior of the system. However, there is no information on the type of attack and whether it was successful or not.
For the experiment, we took the data from the networking log, each record of which contains the following fields: time, duration of connection, network address, sender's and receiver's ports and packet size. As the best option between the amount of input data and the expected results, the time period of 3 weeks was selected to reduce the amount of data to be processed. During the first stage, the networking log was divided into several independent logs, each corresponding to a single computer log. Thus, we modeled a situation, when each element has its own security zone and networking information on each computer stays at that computer. Then, the information in each log was aggregated into blocks of data for ten minutes. As a result, DIS element state can be described as two shows which ports from the set of all possible system ports were used and how many times [11] . Thus, in this experiment, the state of the DIS element is determined by the following set of properties:
The following element similarity function of the elements has been selected:
where d -Euclidean metric.
The state of random DIS elements at the initial time was selected as the basis in the experiment. Then similarity states of DIS and basis elements were calculated. Trust function P is proposed to be based on the mean absolute percentage error (MAPE) forecasting time series:
where  -the actual value similarity between the current state of the element and the basis,  -the predicted similarity of the current state of the element and the basis.
The formula shows that the higher the prediction error, the lower the trust in a given element in a given time interval. All raw data were divided into two samples: training and testing ones for two and one week respectively. Then a recurrent neural network has been trained on the training sample.
The following structure has been chosen for the neural network: an input layer, a layer with long short-term memory (LSTM) elements and an output layer (Figure 1 ) [12] . Neural networks with such architecture have shown good results in intrusion detection and do not require adjustment of algorithm parameters [13] [14] [15] . 
CONCLUSIONS
After the experiment on the entire set we got an error of the second kind concerning the exceed of recognition accuracy and the error of the first kind, from which it can be concluded that for the majority of elements of DIS attacks do not affect the network interaction of those elements. Consequently, the conclusion about the ongoing attack should not be justified by a single networking interaction.
At the same time, the algorithm shows high recognition accuracy when dealing with the separate elements. The data contains simultaneous changes of behaviors in different groups of elements which are responsible for a large number of false positives of the proposed algorithm. This suggests the need to clarify the source data for the experiment or create a new one. Similar results were obtained in. Further research should be aimed at developing an algorithm of choosing the optimal basis.
The proposed method cannot be the only way to protect the information in the DIS. However, this algorithm will allow, on the one hand, preventing the transfer of confidential information on unreliable DIS elements, and, on the other hand, it will require more careful attention to be paid to the protection of separate DIS components. These two aspects increase the difficulty of hacking information systems in general.
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